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‘SMART WALLS’ FOR INDIAN BORDERS
Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

United States President Joe Biden stopped the construction of the much-publicised “border wall”
between the U.S. and Mexico as part of a series of executive actions, in a development that was
long-awaited. It was confirmed, however, that an alternative has been offered — a ‘smart’ wall
that replaces the physical and armed patrolling with advanced surveillance tech is the proposed
future of border security now.

The ‘smart wall’ technology could solve border security issues without the need for a physical
barrier. The wall would use sensors, radars, and surveillance technology to detect and track
border break-ins, and technology capable of performing the most difficult tasks dedicated to
border security.

The concept is not new and the novelty of it cannot be directly associated with Mr. Biden.
Interestingly, the U.S.-Mexico border wall proposed by Donald Trump envisaged this concept. A
technology firm was sought to be hired by the Trump administration, and it was indicated that
artificial intelligence shall be used at a novel scale to complement the steel barrier (border wall)
project of Mr. Trump. It was stated that hundreds of mobile surveillance towers would be
deployed, and along with them, the complete system of a virtual wall would consist of a radar
satellite, computer-equipped border-control vehicles, control sensors and underground sensors.
Along with surveillance towers and cameras, thermal imaging would be used, which would help
in the detection of objects. The system would even be capable of distinguishing between
animals, humans, and vehicles, and then sending updates to handheld mobile devices of the
U.S. patrol agents.

A question that now arises is whether such a project can be undertaken to secure Indian
borders. India has been struggling with the problem of terrorists and smugglers infiltrating into
the country and efforts are ongoing to secure our borders and curb cross-border infiltration.
Therefore, it is proposed that it is high time we start envisaging the use of technology to help
India secure its borders.

A critical factor that must be considered to enable the usage of such a system along Indian
borders is that the terrain in the region is rugged, and, furthermore, not even clearly defined.
Hence, erecting fences, walls or any physical structures is extremely difficult. A “smart” wall,
however, makes use of systems that would be designed in such a way that they can operate
even in rugged areas. Imperatively, in the U.S., various other benefits, such as cost-
effectiveness, less damage to the environment, fewer land seizures, and speedier deployment
are being noted that give the “smart wall” concept an edge over traditional physical borders.

Notably, such a system, even if not feasible for our long boundaries, may still be deployed to
enhance critical security establishments of the country and complement the already-existing
physical fencing and walls. The attack on the Pathankot Air Force base highlighted that often, it
may become difficult to secure establishments due to their vast size. Further, it is imperative for
Indian armed forces to be well-equipped and simultaneously have the latest technological
advantage over its enemies.

Experts must explore this idea to effectively counter the problem of cross-border infiltration. Is it
unfathomable to deploy a security system that clubs technology with traditional set-ups due to
terrain and other problematic factors? This is a question for Digital India to answer.
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Sidharth Kapoor is an Associate at Sarvada Legal. Shreyashi is an Advocate at the Delhi High
Court
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To reassure Indian Muslims, the PM needs to state that the govt. will not conduct an exercise
like NRC

You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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CYBER CRIMES
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

With the enhanced use of internet, the number of cyber crimes is also increasing.  As per data
maintained and published by NCRB, 21796, 27248 and 44546 cyber crime cases have been
registered during the years 2017, 2018 & 2019 respectively.  The motives behind cyber crime in
the country inter-alia include personal revenge, fraud, sexual exploitation, inciting hate,
spreading piracy, stealing information etc.

            “Police” and “Public Order” are State subjects as per Seventh Schedule of the
Constitution of India and States are primarily responsible for the prevention, detection,
investigation, prosecution of crimes including cyber crimes.  The Law Enforcement Agencies
take action as per legal provisions of law against the cyber crime offenders.

            To strengthen the mechanism to deal with cyber crimes in a comprehensive and
coordinated manner, the Central Government has taken steps for spreading awareness about
cyber crimes; issuance of alerts/advisories; capacity building/training of law enforcement
personnel/prosecutors/judicial officers; improving cyber forensic facilities; etc.  The Central
Government has also launched National Cyber Crime Reporting Portal, www.cybercrime.gov.in
to enable citizens to report complaints pertaining to all types of cyber crimes with special focus
on cyber crimes against women and children.

            The Government is operating the Cyber Swachhta Kendra (Botnet Cleaning and
Malware Analysis Centre) which is providing detection of malicious programs and free tools for
cleaning malicious code as well as tools such as M- Kavach for addressing threats related to
mobile phones.  Indian Computer Emergency Response Team (CERT-In) coordinates with its
counterpart agencies in foreign countries on cyber incidents originating outside the country. 

This was stated by the Minister of State for Home Affairs, Shri G. Kishan Reddy in a written reply
to question in the Rajya Sabha today.

 

*****
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personnel/prosecutors/judicial officers; improving cyber forensic facilities; etc.  The Central
Government has also launched National Cyber Crime Reporting Portal, www.cybercrime.gov.in
to enable citizens to report complaints pertaining to all types of cyber crimes with special focus
on cyber crimes against women and children.

            The Government is operating the Cyber Swachhta Kendra (Botnet Cleaning and
Malware Analysis Centre) which is providing detection of malicious programs and free tools for
cleaning malicious code as well as tools such as M- Kavach for addressing threats related to
mobile phones.  Indian Computer Emergency Response Team (CERT-In) coordinates with its
counterpart agencies in foreign countries on cyber incidents originating outside the country. 

This was stated by the Minister of State for Home Affairs, Shri G. Kishan Reddy in a written reply
to question in the Rajya Sabha today.
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BEATING DOWN CRITICAL JOURNALISM, CREATIVE
FREEDOM

Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

Rioting in India’s capital city on a day reserved for the celebration of the Republic, was a new
low in unravelling political concord. Within days of that trauma, points of entry into Delhi were
barricaded with layers of concrete and steel, interwoven with vicious spools of concertina wire.
Some locations had lethal iron nails embedded into the road and trenches dug deep to prevent
the ingress of farmers long encamped around the capital city, protesting recent legislation that
goes by the title of “agricultural reforms”.

A few days after the riots, expectations that public resentment would enable the forceful
dispersal of protests seemed belied. Active efforts to deter critical reporting were by then under
way. Nine senior journalists were charged under the law of sedition, for reporting the ambiguous
circumstances of the sole fatality in the riots.

Talked to farmers inside Tihar Jail, scribbled notes on my legs to write report: journalist
Mandeep Punia

A young freelance journalist was arrested and charged with lacking appropriate media
credentials. Even as he was granted bail, in a rare exception to what is becoming the general
rule of denial, the Home Ministry decreed that only journalists with press credentials granted by
the central government could legitimately report on the farmers’ agitation.

A number of social media pages run by newspapers and websites were blocked by executive
order. For media platforms that did not relent, the legal process of securing injunctions began,
along with an unsubtle threat that employees of the social media company, Twitter, could face
arrest for failure to comply.

The tragedy of a government that remains deaf to the anxieties of a significant section of Indian
citizens was transformed into farce, when formidable machines of propaganda were mobilised
on February 3, to push back against two inconsequential Twitter posts, by a music artiste from
the United States and an environmental campaigner from Sweden.

Editorial | An inevitable showdown: On government’s notice to Twitter

Events since Republic Day constitute an unprecedented assault on three of the “rights to
freedom” granted under Article 19 of the Constitution: free speech, free movement, and peaceful
assembly. Like several other Articles in the Fundamental Rights chapter, Article 19 includes a
non obstante clause: notwithstanding all its promises, each of the rights comes with certain
conditions attached.

These clauses were in most part inserted by the First Amendment to the Constitution, when the
government of a fledgling nation sought to negotiate the fine line between freedom and
necessity. It was a manifestly imperfect job of resolving a conundrum that has defied the most
determined philosophical inquiries. And those imperfections have been compounded by
decades of judicial default and executive caprice.

The Supreme Court has spoken up in its lucid interludes, but often retreated rather than face

https://www.thehindu.com/news/national/tractor-rally-farmers-break-past-barricades-at-many-points-on-delhis-border/article33666087.ece
https://www.thehindu.com/news/cities/Delhi/no-mans-land-created-at-singhu-border/article33706256.ece
https://www.thehindu.com/news/cities/Delhi/no-mans-land-created-at-singhu-border/article33706256.ece
https://www.thehindu.com/news/national/farmers-protests-fir-against-tharoor-senior-journalists-for-inciting-violence/article33688489.ece
https://www.thehindu.com/news/cities/Delhi/journalist-arrested-from-singhu-for-misbehaving-with-policemen/article33712000.ece
https://www.thehindu.com/news/national/delhi-court-grants-bail-to-freelance-journalist-mandeep-punia/article33730534.ece
https://www.thehindu.com/news/national/twitter-blocks-several-accounts-posting-messages-in-support-of-farmers-stir-restores-most-of-them-later/article33717312.ece
https://www.thehindu.com/news/national/farmers-protest-govt-issues-notice-to-twitter-warns-of-penal-action/article33739720.ece
https://www.thehindu.com/news/national/farmers-protest-govt-issues-notice-to-twitter-warns-of-penal-action/article33739720.ece
https://www.thehindu.com/news/national/rihanna-brings-global-twitter-attention-to-farm-protests/article33735221.ece
https://www.thehindu.com/news/national/rihanna-brings-global-twitter-attention-to-farm-protests/article33735221.ece
https://www.thehindu.com/news/international/greta-thunberg-extends-support-to-farmers-protest/article33737450.ece
https://www.thehindu.com/opinion/editorial/an-inevitable-showdown-the-hindu-editorial-on-governments-notice-to-twitter/article33753442.ece
http://www.mcrhrdi.gov.in/91fc/coursematerial/pcci/Part3.pdf
http://legislative.gov.in/constitution-first-amendment-act-1951
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down obvious abuses. In matters of sedition, the first impulse of the judiciary in the afterglow of
the Republic’s emergence, was to strike the law down. Article 13 of the Constitution annulled
every law that was inconsistent with the fundamental rights chapter and the Patna High Court
was on solid ground when it held the sedition clause in criminal law unconstitutional. A few years
later, in a milieu more sensitive to possibilities of disorder, the Supreme Court reinstated the law,
but held it applicable only to “activities as would be intended … to create disorder or disturbance
of public peace by resort to violence”.

Editorial | In search of malice: On FIRs against journalists

In 2012, the Gujarat High Court upheld this precedent in a matter involving the country’s largest
English language newspaper, The Times of India, after sedition charges brought by the
Commissioner of Police in Ahmedabad city. It also added that the Constitution protected strong
commentary on “measures or acts of the Government, or its agencies, so as to ameliorate the
condition of the people or to secure the cancellation or alteration of those acts by lawful means”.

It took the newspaper and three employees, four years to secure full discharge. A luxury by the
standards of the judicial system, this is one denied to most independent journalists and smaller
media houses, entrapped in the coils of whimsical prosecution by police and other actors
anxious to evade public scrutiny.

The nine journalists charged after the violence at the Red Fort have been spared arrest, but that
possibility will hang heavy over their practice for years, potentially inducing a “play-safe attitude”.
The State government in Uttar Pradesh, inattentive to even these niceties, has used arrest as
literally the first recourse against critical journalism.

Siddique Kappan, who works with a number of news organisations and is a member of the
Kerala Union of Working Journalists, was arrested by the police while on his way to Hathras
early in October, to report on the death after alleged sexual assault, of a young girl of the Dalit
community. He was charged with sedition and other offences, and the statutes invoked,
including the Unlawful Activities (Prevention) Act, could potentially result in indefinite detention.

Also read | Kerala journalists move Supreme Court for Kappan’s bail

Politics of religious offence constitute another clear threat to freedom of speech and expression.
The arrest of a stand-up comic, Munawar Faruqui, in Indore, for jokes that he did not crack,
represents a particular depth of absurdity. He was denied bail in successive hearings and the
Madhya Pradesh High Court was particularly severe in its strictures about an intent which
remained unexpressed. He finally was granted bail after over a month in detention, by the
Supreme Court.

In deciding the S. Rangarajan versus Jagjivan Ram case in 1989, the Supreme Court declined
to embrace a doctrine of censorship. The benchmark for judging the potential for offence had to
be a “reasonable” person and not someone of “weak and vacillating” mind. Yet, in the case of
the TV serial, Tandav¸ whose producers and cast face charges despite multiple apologies, the
Court has now chosen to underline the conditional nature of the free speech right. An actor
seeking exemption from arrest because he was only a paid professional, was told that he should
not “play a role which hurts religious sentiments”.

In the matter of regulating the right to freedom of movement, the Supreme Court has
encountered unanticipated turbulence. Last year, while hearing a petition seeking the dispersal
of protests against the Citizenship (Amendment) Act in Delhi’s Shaheen Bagh area, the Court
ruled that expressions of dissent should take place in “designated places only”.

https://www.thehindu.com/opinion/editorial/in-search-of-malice-the-hindu-editorial-on-firs-against-journalists/article33699150.ece
https://www.thehindu.com/news/national/other-states/4-men-with-links-to-pfi-held-near-hathras/article32779414.ece
https://www.thehindu.com/news/national/other-states/hathras-gang-rape-a-long-caste-feud-a-horrific-crime-and-a-sudden-cremation/article32754625.ece
https://www.thehindu.com/news/national/other-states/hathras-gang-rape-a-long-caste-feud-a-horrific-crime-and-a-sudden-cremation/article32754625.ece
https://www.thehindu.com/news/national/kerala/kerala-journalists-move-supreme-court-for-kappans-bail/article33705610.ece
https://www.thehindu.com/news/national/comedian-among-5-held-for-remarks-on-deities/article33482739.ece
https://www.thehindu.com/news/national/other-states/madhya-pradesh-hc-rejects-comedian-munawar-faruquis-bail-plea/article33683501.ece
https://www.thehindu.com/news/national/other-states/madhya-pradesh-hc-rejects-comedian-munawar-faruquis-bail-plea/article33683501.ece
https://www.thehindu.com/news/national/comedian-munawar-faruqui-accused-of-hurting-religious-feelings-gets-bail-from-supreme-court/article33757583.ece
https://main.sci.gov.in/judgment/judis/7986.pdf
https://www.thehindu.com/news/national/sc-declines-interim-protection-from-arrest-to-makers-of-web-series-tandav-others/article33675737.ece
https://www.thehindu.com/news/national/sc-declines-interim-protection-from-arrest-to-makers-of-web-series-tandav-others/article33675737.ece
https://www.thehindu.com/news/national/shaheen-bagh-protest-occupying-public-places-for-protests-not-acceptable-says-sc/article32789318.ece
https://www.thehindu.com/news/national/shaheen-bagh-protest-occupying-public-places-for-protests-not-acceptable-says-sc/article32789318.ece
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When called upon to apply the same principle to ongoing farmers’ protests, the Court baulked. A
ruling that the protests were unconstitutional would have been the legal basis for a coercive
dispersal of the farmers. Hesitant about that, the Court sought to play problem solver,
nominating a team of mediators to find the solution the government had set its face against. It
did not end well for the parties involved, and least of all, for public perceptions of the integrity of
judicial institutions.

Mediating the farmers’ protests is difficult terrain

Asymmetry in the application of the law, when charges are brought against partisans of the
ruling party is another feature, widely commented on. While hearing a recent matter involving
hate speech, the Chief Justice of India observed that the Court is trying to discourage litigation
under Article 32, which enables any citizen to invoke the writ jurisdiction of the higher judiciary
when fundamental rights are threatened. This ambivalence towards an article that B.R.
Ambedkar called the “heart and soul of the Constitution”, and the curious judicial deference to
the political executive, are central parts of the story of how precarious the rights to freedom are
today.

Sukumar Muralidharan teaches at the school of journalism, O.P. Jindal Global University,
Sonipat. The views expressed are personal
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Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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Source : www.thehindu.com Date : 2021-02-11

2.2% UAPA CASES FROM 2016 TO 2019 ENDED IN
CONVICTION
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges

to internal security incl. Terrorism & illegal Migration

Only 2.2 % of cases registered under the Unlawful Activities (Prevention) Act between the years
2016 and 2019 ended in convictions by court, according to data presented by the Union Home
Ministry in the Rajya Sabha.

Union Minister of State for Home G. Kishan Reddy informed the Upper House that as per the
2019 Crime in India Report compiled by the National Crime Records Bureau, the total number of
persons arrested under the Act in 2019 is 1,948.

“Further, the total number of the persons arrested and the persons convicted in the years from
2016 to 2019 under the UAPA in the country are 5,922 and 132, respectively. The NCRB does
not maintain this data on the basis of religion, race, caste or gender,” the Minister stated.

In another reply, the Minister stated that in the year 2019, as many as 96 persons were arrested
for sedition (Section 194A IPC) but only two were convicted and 29 persons were acquitted. Of
the 93 cases of sedition, the chargesheet was filed in 40 cases the same year.

When asked about the steps taken to strengthen the sedition law in the country, the Minister
stated, “Amendment of laws is an ongoing process.”
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Find mobile-friendly version of articles from the day's newspaper in one easy-to-read list.
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You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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Source : www.thehindu.com Date : 2021-02-11

MEDIA AS TARGET: THE HINDU EDITORIAL ON ED
SEARCHES AT NEWSCLICK OFFICE

Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

Ordinarily, searches and seizures are the legitimate starting point of an investigation, done on
the basis of prior information. But the ED’s raids in the office of independent digital news
platform NewsClick, and in the residence of its promoter and editor-in-chief, have invited justified
condemnation from organisations representing the media. There is every likelihood that this
operation is linked to the platform’s in-depth coverage of ongoing protests as well as the various
struggles of the people and the grassroot organisations that represent them. Ostensibly arising
from an FIR registered by the Delhi police some months ago, the ED is said to be investigating
alleged money-laundering to the tune of 30 crore. Not much is known about the nature of the
police case, but the agency is empowered by the Prevention of Money-Laundering Act to
investigate if the proceeds of crime related to a ‘predicate offence’ have been laundered.
Whether such a primary offence has been established or not, and if so, whether NewsClick is in
any way linked to it, is unclear. However, in the light of the manner in which the central agency is
wont to enter the scene to investigate both real and imaginary allegations against anyone
vocally critical of the government, it is difficult to brush aside the suspicion that the website is
being targeted for its coverage of the farmers’ agitation as well as last year’s country-wide
protests against the Citizenship (Amendment) Act.

The present regime’s record is quite dismal when it comes to the obvious use of central
agencies such as the CBI, ED, IT and even the NIA, to rein in dissenting voices. It is unfortunate
that specialised agencies are allowing themselves to be used as force multipliers in political
battles against sections of the Opposition. Amidst claims that there are varying kinds of
conspiracies against the government and India, it is no surprise that relentless journalistic focus
on protests, which are basically steps taken in pursuit of redress for public grievances, is inviting
repressive action. Laws that are serious in nature and ought not to be invoked lightly are being
used with abandon against those seen to have invited the establishment’s wrath. This may
explain the frequency with which the offence of sedition is being invoked for speeches and
writings, while allegations of anti-national activity peddled by those groomed to build such
narratives lead to action under the Unlawful Activities (Prevention) Act. In other instances, cases
of promoting social enmity or outraging religious sentiments are also slapped selectively to
‘discipline’ comedians and script-writers. The Supreme Court’s intervention has protected
prominent journalists from arrest for defamation for tweets that turned out to be incorrect. It no
more behoves a responsible and responsive government to dismiss criticism of its treatment of
dissenters, including journalists who do not agree with it, as motivated or inspired by foreign
elements.
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Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

From the abrogation of the special status of Jammu and Kashmir, to the landmark Ayodhya
verdict, 2019 proved to be an eventful year.
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unlimited access to The Hindu.

https://subscription.thehindu.com/signup?utm_source=curtainraiser&utm_medium=33804248&utm_campaign=editorial#signin
https://subscription.thehindu.com/signup?utm_source=curtainraiser&utm_medium=article&utm_campaign=hindu


Page 15

cr
ac

kIA
S.co

m

Sign up for a 30 day free trial.

END
Downloaded from crackIAS.com

© Zuccess App by crackIAS.com

https://subscription.thehindu.com/signup?utm_source=adblocker&utm_medium=signin&utm_campaign=adblocker


Page 16

cr
ac

kIA
S.co

m
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DISINFORMATION IS A CYBERSECURITY THREAT
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Cybersecurity focuses on protecting and defending computer systems, networks, and our digital
lives from disruption. Nefarious actors use attacks to compromise confidentiality, the integrity
and the availability of IT systems for their benefit. Disinformation is, similarly, an attack and
compromise of our cognitive being. Nation-state actors, ideological believers, violent extremists,
and economically motivated enterprises manipulate the information ecosystem to create social
discord, increase polarisation, and in some cases, influence the outcome of an election.

There is a lot of similarity in the strategies, tactics and actions between cybersecurity and
disinformation attacks. Cyberattacks are aimed at computer infrastructure while disinformation
exploits our inherent cognitive biases and logical fallacies. Cybersecurity attacks are executed
using malware, viruses, trojans, botnets, and social engineering. Disinformation attacks use
manipulated, miscontextualised, misappropriated information, deep fakes, and cheap fakes.
Nefarious actors use both attacks in concert to create more havoc.

Also read | Cybersecurity trends turned unpredictable after COVID-19, says PwC

Historically, the industry has treated these attacks independently, deployed different
countermeasures, and even have separate teams working in silos to protect and defend against
these attacks. The lack of coordination between teams leaves a huge gap that is exploited by
malicious actors.

Cognitive hacking is a threat from disinformation and computational propaganda. This attack
exploits psychological vulnerabilities, perpetuates biases, and eventually compromises logical
and critical thinking, giving rise to cognitive dissonance. A cognitive hacking attack attempts to
change the target audience’s thoughts and actions, galvanise societies and disrupt harmony
using disinformation. It exploits cognitive biases and shapes people by perpetuating their
prejudices. The goal is to manipulate the way people perceive reality. The storming of the U.S.
Capitol by right-wing groups on January 6, 2021, is a prime example of the effects of cognitive
hacking.

The implications of cognitive hacking are more devastating than cyberattacks on critical
infrastructure. The damage wrought by disinformation is challenging to repair. Revolutions
throughout history have used cognitive hacking techniques to a significant effect to overthrow
governments and change society. It is a key tactic to achieve major goals with limited means.

Also read | ‘42% of firms will continue to invest in cybersecurity’

For example, QAnon spread false information claiming that the U.S. 2020 presidential election
was fraudulent, and conspiracy theorists (in the United Kingdom, the Netherlands, Ireland,
Cyprus and Belgium) burned down 5G towers because they believed it caused the novel
coronavirus pandemic. COVID-19 disinformation campaigns have prevented people from
wearing masks, using potentially dangerous alternative cures, and not getting vaccinated,
making it even more challenging to contain the virus.

Distributed Denial-of-Service (DDoS) is a well-coordinated cybersecurity attack achieved by
flooding IT networks with superfluous requests to connect and overload the system to prevent
legitimate requests being fulfilled. Similarly, a well-coordinated disinformation campaign fills
broadcast and social channels with so much false information and noise, thus taking out the
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system’s oxygen and drowning the truth.

The advertisement-centric business modes and attention economy incentivise malicious actors
to run a sophisticated disinformation campaign and fill the information channels with noise to
drown the truth with unprecedented speed and scale.

Also read | U.S. cybersecurity agency warns of ‘grave threat’ to computer networks

Disinformation is used for social engineering threats on a mass scale. Like phishing attacks, to
compromise IT systems for data extraction, disinformation campaigns play on emotions, giving
cybercriminals another feasible method for scams.

A report released by Neustar International Security Council (NISC) found 48% of cybersecurity
professionals regard disinformation as threats, and of the remainder, 49% say that threat is very
significant; 91% of the cybersecurity professionals surveyed called for stricter measures on the
Internet.

Deep fakes add a whole new level of danger to disinformation campaigns. A few quality and
highly targeted disinformation campaigns using deepfakes could widen the divides between
peoples in democracies even more and cause unimaginable levels of chaos, with increased
levels of violence, damage to property and lives.

Also read | Only 20% of Indians are not confident in their ability to prevent a cyber attack

Cybersecurity experts have successfully understood and managed the threats posed by viruses,
malware, and hackers. IT and Internet systems builders did not think of security till the first set of
malicious actors began exploiting security vulnerabilities. The industry learned quickly and
invested profoundly in security best practices, making cybersecurity a first design principle. It
developed rigorous security frameworks, guidelines, standards, and best practices such as
defense-in-depth, threat modelling, secure development lifecycle, and red-team-blue-team (self-
attack to find vulnerabilities to fix them) to build cybersecurity resilience. ISACs (Information
sharing and analysis centers) and global knowledge base of security bugs, vulnerabilities,
threats, adversarial tactics, and techniques are published to improve the security posture of IT
systems.

We can learn from decades of experience in the cybersecurity domain to defend, protect and
respond, and find effective and practical solutions to counter and intervene in computational
propaganda and infodemics. We can develop disinformation defence systems by studying
strategy and tactics to understand the identities of malicious actors, their activities, and
behaviours from the cybersecurity domain to mitigate disinformation threats. By treating
disinformation as a cybersecurity threat we can find effective countermeasures to cognitive
hacking.

Also read | Have you completed your cybersecurity homework?

Defense-in-depth is an information assurance strategy that provides multiple, redundant
defensive measures if a security control fails. For example, security firewalls are the first line of
defence to fend off threats from external systems. Antivirus systems defend against attacks that
got through the firewalls. Regular patching helps eliminate any vulnerabilities from the systems.
Smart identity protections and education are essential so that users do not fall victim to social
engineering attempts.

We need a defense-in-depth strategy for disinformation. The defense-in-depth model identifies
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disinformation actors and removes them. Authenticity and provenance solutions can intervene
before disinformation gets posted. If the disinformation still gets by, detection solutions using
humans and artificial intelligence, internal and external fact-checking can label or remove the
content.

Today, the response to disinformation is in silos of each platform with little or no coordination.
There is no consistent taxonomy, definitions, policy, norms, and response for disinformation
campaigns and actors. This inconsistency enables perpetrators to push the boundaries and
move around on platforms to achieve their nefarious goals. A mechanism like ISACs to share
the identity, content, context, actions, and behaviours of actors and disinformation across
platforms is needed. Information sharing will help disinformation countermeasures to scale
better and respond quickly.

A critical component of cybersecurity is education. Technology industry, civil society and the
government should coordinate to make users aware of cyber threat vectors such as phishing,
viruses, and malware. The industry with public-private partnerships must also invest in media
literacy efforts to reach out to discerning public. Intervention with media education can make a
big difference in understanding context, motivations, and challenging disinformation to reduce
damage. The freedom of speech and the freedom of expression are protected rights in most
democracies. Balancing the rights of speech with the dangers of disinformation is a challenge for
policymakers and regulators. There are laws and regulations for cybersecurity criminals. More
than 1,000 entities have signed the Paris Call for Trust and Security in Cyberspace, for stability
and security in the information space. Similarly, 52 countries and international bodies have
signed the Christchurch Call to Action to eliminate terrorist and violent extremist content online.

Also read | Why cybersecurity should be a part of the regular IT curriculum

The disinformation infodemic requires a concerted and coordinated effort by governments,
businesses, non-governmental organisations, and other entities to create standards and
implement defences. Taking advantage of the frameworks, norms, and tactics that we have
already created for cybersecurity is the optimum way to meet this threat. We must protect our
society against these threats or face the real possibility of societal breakdown, business
interruption, and violence in the streets.

Ashish Jaiman, a technologist and innovator, is the Director of Technology and Operations for
the Customer Security and Trust organisation at Microsoft
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Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath
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You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.
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INDIAN LAWS MUST BE FOLLOWED IRRESPECTIVE OF
TWITTER'S OWN RULES: GOVT ISSUES STATEMENT
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

Centre on Wednesday issued a statement after holding a virtual conference with officials of
Twitter amid its recent "disagreement" with the micro-blogging site on its representation of
farmers' agitation over the platform.

The Secretary Ministry of Electronics and Information Technology, Government of India held a
virtual interaction with Monique Meche, Vice President Global Public Policy and Jim Baker
Deputy General Counsel and Vice President Legal today.

"In view of the order issued by the Centre directing Twitter to remove tweets and accounts using
hashtag related to ‘farmer genocide’ and accounts supported by Khalistan sympathizers and
backed by Pakistan and blog post issued by Twitter today morning, this meeting took place as
per schedule," an official statement read.

Moreover, as per the statement, Secretary told the Twitter representatives that in India, "we
value freedom and we value criticism because it is part of our democracy. India has a robust
mechanism for protection of freedom of speech and expression that is very elaborately
explained as Fundamental Rights under Article 19 (1) of the Constitution of India. But freedom of
expression is not absolute and it is subject to reasonable restrictions as mentioned in Article 19
(2) of the Constitution of India. Various judgments of the Supreme Court have also upheld this
from time to time."

He further highlighted that Twitter is welcome to do business in India. Due to India’s conducive
business environment, open Internet and firm commitment to the freedom of expression Twitter
as a platform has grown significantly in India in last few years. Twitter, as a business entity
working in India, must also respect the Indian laws and democratic institutions. Twitter is free to
formulate its own rules and guidelines, like any other business entity does, but Indian laws which
are enacted by the Parliament of India must be followed irrespective of Twitter’s own rules and
guidelines.

The Secretary took up the issue of using a hashtag on ‘farmer genocide’ with Twitter executives
and expressed strong displeasure on the way Twitter acted after an emergency order was
issued to remove this hashtag and content related to that. Spreading misinformation using an
incendiary and baseless hashtag referring to ‘farmer genocide’ at a time when such
irresponsible content can provoke and inflame the situation is neither journalistic freedom nor
freedom of expression as envisaged under Article 19 of the Constitution of India. Despite the
attention of Twitter being drawn to such content by the Government through a lawful process,
the platform allowed the content with this hashtag to continue, which was extremely unfortunate.

Secretary reminded Twitter about the action taken by Twitter during the Capitol Hill episode in
the USA and compared that with the disturbance in Red Fort in India and its aftermath. He
expressed dissatisfaction over Twitter’s differential treatment in the two incidents. A deep sense
of disappointment at seeing Twitter side not with ‘freedom of expression’ but rather with those
who seek to abuse such freedom and provoke disturbance to public order, was conveyed to the
Twitter representative.

Secretary also mentioned that revelations around a certain “Toolkit" has made it evident that a
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strong social media campaign was planned in a foreign country around farmers protest. Misuse
of Twitter’s platform for execution of such campaigns designed to create disharmony and unrest
in India is unacceptable and Twitter must take strong action against such well-coordinated
campaigns against India, through compliance with the applicable law of the land.

"Lawfully passed orders are binding on any business entity. They must be obeyed immediately.
If they are executed days later, it becomes meaningless," the statement further read.

The Secretary expressed his deep disappointment to Twitter leadership about the manner in
which Twitter has unwillingly, grudgingly and with great delay complied with the substantial parts
of the order. He took this opportunity to remind Twitter that in India, its Constitution and laws are
supreme. It is expected that responsible entities not only reaffirm but remain committed to
compliance to the law of land.

The government further conveyed to the Twitter leadership that the manner in which Twitter
officially allows fake, unverified, anonymous and automated bot accounts to be operated on its
platform, raises doubts about its commitment to transparency and healthy conversation on this
platform.

Twitter leadership affirmed their commitment towards following Indian laws and rules. They also
expressed their continuing commitment towards building their services in India. They have also
requested for better engagement between Government of India and Twitter’s global team.

MEITY had first directed the microblogging platform to remove more than 250 accounts and this
week added over 1,000 more under the rules of the Information Technology Act, which allows
such actions in the interest of the country’s sovereignty, defense and security.

Earlier today, the micro-blogging site had announced that it had permanently suspended more
than 500 accounts and blocked access to hundreds of others within India, acceding to the
government’s order to restrain the spread of misinformation and inflammatory content related to
the farmers’ protest.

Among the actions undertaken by Twitter, which included the suppression of hashtags
containing harmful content, the company “withheld a portion of the accounts identified in the
blocking orders" within India, making them accessible only outside the country’s borders in order
to come into compliance with local law.
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Source : www.livemint.com Date : 2021-02-18

GOVT TO ROPE IN PVT AGENCIES TO MINE DATA FOR
EFFECTIVE POLICING
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges

to internal security incl. Terrorism & illegal Migration

Besides the firms’ performance and profitability, the agencies will dive deep into critical areas of
corporate governance

The ministry of corporate affairs will rope in outside agencies to mine the vast trove of data
available from corporate filings to detect trends in the way businesses manage their affairs that
might need regulators to step in.

Besides the performance of companies and profitability, the agencies hired will dive deep into
critical areas of corporate governance including whether businesses have used the funds raised
from public for their stated purpose, according to a notice from the ministry inviting bids for the
project.

Other key areas identified for data analysis include the debt structure and extent of corporate
leverage, ease of doing business, bankruptcy and fraud. The idea is to keep a close watch over
the emerging trends in the industry and corporate behaviour to gather knowledge that will
“eventually inform policy and facilitate decision making in a market driven economy," the ministry
said about the corporate data management project.

Insights from it will also be used for making policies that drive “faster, sustainable and inclusive
growth."

The ministry does not want to get caught on the wrong foot when stress gets built up in the
system leading to failure of systemically important entities. The effort is to cut down the time lag
in regulatory response to any worrying systemic trend.

One trigger for the research is the failure of the Infrastructure Leasing & Financial Services Ltd
that forced the government to replace its board of directors with a state-appointed one in 2018. It
has also led to adding a provision in the Companies Act to mandate unlisted entities to prepare
financial statements more frequently than once in a year. The government is yet to give finer
details about the size of unlisted companies to be covered under this.

“We are consulting other ministries and the capital market regulator on this," said a government
official, who spoke on condition of anonymity.

The ministry is also scaling up its e-governance facility called MCA-21, currently maintained by
L&T Infotech Ltd, for better compliance management. This will also enable it to quickly spot
trends like statutory auditors quitting assignments in certain companies and take regulatory
action.
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RAILWAYS STUNG BY IT ‘BREACHES’
Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security

challenges

Major function:The PRS involves passengers disclosing their identities and other details.Picture
for representation  

Following instances of cyber attacks during the ongoing pandemic across its network, the
Ministry of Railways has roped in the Centre for Development of Advanced Computing (C-DAC)
to educate its officials on Internet ethics, cyber hygiene and best practices in the use of IT
equipment, including mobile phones. This is a part of its National Cyber Security Strategy.

In a note to the General Managers, production units and other major establishments recently,
the Railway Board said a number of incidents had come to notice regarding breaches in various
IT applications as electronic working has got further proliferated. A majority of them were
applications related. Incidents occurred due to “improper handling of the IT assets by the
personnel”.

According to sources, the IT Wing of the Computerisation & Information System Directorate
sends out periodic alerts on cybersecurity vulnerabilities and threats to the staff directly handling
IT-based systems. One of the major IT functions is the Passenger Reservation System (PRS).

Periodic alerts

In January 2019 alone, 6.61 crore passengers booked from 10,394 PRS terminals in 3,440
locations and the IRCTC website resulting in a revenue of Rs. 3,962.27 crore. While 9.38 lakh
passengers made bookings on January 10, 2019, 671 bookings were made per second nine
days later. The PRS involves passengers disclosing their identities along with proof of address,
mobile phone number and netbanking/card payment details.

The Railways also uses its IT infrastructure for Unreserved Ticketing System which served 2.11
crore passengers in January 2019 earning Rs. 58.83 crore each day. E-payment is provided as
part of the Freight Operations Information System (FOIS) leading to Rs. 8,666.6 crore of
revenue in January 2019.

The Board said in the note the pandemic had introduced a greater reliance on electronic modes
of communication in official working. Hence, it was necessary that all officials took responsibility
and followed adequate procedures when using IT infrastructure for ensuring confidentiality,
privacy etc in dealing with official information.

“This can be achieved to a great extent by following Internet ethics, cyber hygiene and following
best practices on the use of IT equipment like desktops, laptops, mobile devices etc. While
many officials are aware of these and other related practices, there are still a number of officials
who are unaware of the same,” the note said.
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